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□ 
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International application No. 
PCT/US00/O2174 



International filing date (day/month/year) 
28 January 2000 (28.01.2000) 



Priority date (day /month/year) 
29 January 1999 (29.01 .1999) 



International Patent Classification (IPC) or national classification and IPC 
IPC(7): H04K 1/00 and US CL: 713/153 



Applicant 

GENERAL INSTRUMENT CORPORATION 



1 . This international preliminary examination report has been prepared by this International Preliminary 
Examining Authority and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of sheets, including this cover sheet. 

I I This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings 
which have been amended and are the basis for this report and/or sheets containing rectifications made 
before this Authority (see Rule 70. 16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of ^0 sheets. 



3. This report contains indications relating to the following items: 
Basis of the report 



I 


12<J 


II 


□ 


III 


□ 


IV 


□ 


V 


El 


VI 


□ 


vn 


□ 


VIE 


□ 



Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 



Date of submission of the demand 
25 August 2000 (25.08.2000) 



Date of completion of this report 
13 April 2001 (13.04.2001) 



Name and mailing address of the IPEA/US 

Commissioner of Patents and Trademarks 
Box PCT 

Washington, D.C. 20231 
Facsimile No. (703)306-3230 



Authorized officer — . 

Gilbert© Barron Jr. r^j^^-^ O^-cT&l 

Telephone No. (703)305-3900 



Form PCT/IPEA/409 (cover sheet)(July 1998) 



INTERNATIONAL PRELIMINARY 



^ . .. ^ 

International applj^^ki No. 

Examination report pct/u soo/02 1 74^^ 



I. Basis of the report 



With regard to the elements of the international application: * 
the international application as originally filed, 
the description: 

pages 1-8 as originally filed 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 



the claims: 

pages 2d] t as originally filed 

pages NONE , as amended (together with any statement) under Article 19 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 



^ the drawings: 

pages 1^5 l as originally filed 



pages NONE , filed with the demand 

pages NONE , filed with the letter of _ 

the sequence listing part of the description: 

pages NONE l as originally filed 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 
These elements were available or furnished to this Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule23.1(b)). 
I I the language of publication of the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination(under Rules 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

I I contained in the international application in printed form. 
I I filed together with the international application in computer readable form. 
I I furnished subsequendy to this Authority in written form. 
I I furnished subsequendy to this Authority in computer readable form. 

I I The statement that the subsequendy furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

I I The statement that the information recorded in computer readable form is identical to the written sequence listing 
has been furnished 



The amendments have resulted in the cancellation of: 

153 the description, pages none 

1^1 the claims, Nos. NONE 

^1 the drawings, sheets/fig NONE 

5. I 1 This report has been established as if (some of) the amendments had not been made, since they have been considered to go 

beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in 
this report as "originally filed " and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17). 
** Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. STATEMENT 



Novelty (N) 



Claims 1-10 



Claims NONE 



_YES 
NO 



Inventive Step (IS) 



Claims NONE 



Claims 1-10 



YES 
NO 



Industrial Applicability (IA) 



Claims 1-10 



Claims NONE 



_YES 
NO 



2. CITATIONS AND EXPLANATIONS (Rule 70.7) 

Claims 1-4 and 6-9 lack an inventive step under PCT Article 33(3) as being obvious over Ross, Jr. (hereinafter, "Ross") (U.S. 
5,812,671). 

Ross discloses a method for establishing a secure communication channel comprising receiving a request at the first gateway 
controller to establish a secure communication channel between the first user and the second user; generating a secret key at the first 
gateway controller; distributing the secret key; and establishing the secure communication channel between the first user and the 
second user by encrypting and decrypting information using the secret key (see fig. 1 and associated text). Ross does not explicitly 
disclose the environment of an IP telephony network; however, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify the teachings of Ross to work in such a telephone environment. 

Claims 5 and 10 lack an inventive step under PCT Article 33(3) as being obvious over Ross, Jr. (hereinafter, "Ross") (U.S. 
5,812,671) in view of Schneier in Applied Cryptography: Protocols, Algorithms, and Source Code in C, 2 nd ed. 

Ross does not explicitly disclose the aspect of key escrow. However, Schneier teaches key escrow. Therefore, it would have been 
obvious to one of ordinary skill in the art at the time of the invention to modify Ross to deal with key escrow by incorporating the 
teachings of Schneier. 
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1PC(7) H04K 001AX) 

USCL 713/153 
According to International Patent Classification (IPC) or to hoih national classification and IPC 



B. 



FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classi Ileal ion symbols) 
U.S. : Please See Continuation Sheet 



Documentation searched other than minimum documentation to the extent that such documents are included in the He Ids searched 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
Please See Continuation Sheet 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document, with indication, where appropriate, of the relevant passages 



Rclevani to claim No. 



A,P 
A 



A 
Y 

Y,P 

Y 
Y 
Y 



US 5,999,525 A (KRISHNASWAMY el al) 07 December 1999 (<U. 12. 1999), entire 
^!S?2r¥H;602 A (FINKELSTF.1N et al) 25 April 1995 (25.04. 1995), llgs. 2-3 and 
associated text. 

US 5,539,824 A (BJOKKLUND el al) 23 July I99f> (23.07. 1996), see absiract and 
background. 

I IS 5, 825, XXX A (KIMWRA el al) 20 October I99X i20. It). I99X), see Tig. I and associated 

!iSI-1NL-:il.-:R. BRUCE. Applied Cryptography: Protocols. Algorithms, and Source Code 
in C. October 1995, pages 97- Hit) and 1X1-182. 

US 5,974,043 A (SOLOMON) 26 October 1999 (26. 10. 1999), see background and figs. 1 
& 2 and associated texts. 

US 5,812,671 A (ROSS, JR.) 22 September I99K (22.09. 199X), llgs 1<& 3 and associated 
I5§ t $;371,794 A (DIFFIE et al) 06 December 1994 (06. 12. 1994), fig. 2 and associated 
1<J§ 1 $;600,722 A ( YAM ACUJCH I et al) 04 Fehruary 1997 (04.02. 1 997), see figs. 3, 9. and 
15 associated texts. 



I - 10 
M0 

M0 

M0 
5.10 

MO 

MO 
MO 
MO 



| | Further documents are lisLed in the continuation of Box (\ | 1 See patent family annex. 



♦ Special categories of cited documents: 

"A** document defining the general staie of ihe art which U not cousutcrcd in lv 
of particular relevance 

*-£** earlier application or paicw |wolishcd on or after the international filmy date 

-I." document which may throw dotihts <wi |»rirtriiy claim* s) or which is cited t*» 
establish the publication date til another citatum <h inner s|icciai reason i;is 
s|x*cifieri) 

"(>" document rc I erring to an «iral disclosure, me. cxliihiium or «Mher means 

"P** document |Hit>lishcd |irior to the international filing ttato tun later than ihe 
priority date claimed 



-X" 



later docinucM published alter the internal tonal filing dale or priority 
date and nm in coulltci with the a|iplicaiion hui cited to understand the 
principle t»r ihetiry under lying die invention 

document of particular relevance: the claimed invcminii cannot Ik' 
considered novel or cannot Ik; considered to involve an inventive step 
when ihe document is taken alone 

itocuitictii til (Mriicuhir relevance: the tlamu'd iu\^niinii cannot lv 
considered to involve an invunme step when the document is 
cotiiliiuvd with one or mure i alter such ttocuntemv such combination 
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